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ABSTRACT

With the fast-growing demands for efficient
and scalable content distribution, information-cen-
tric networking (ICN) can be a promising can-
didate for future networks. ICN promises direct
retrieval of the content using its unique, persistent,
and location-independent name. In ICN, all nodes
work together to scale up content delivery, but
security issues caused by malicious behaviors of
ICN nodes cannot be avoided. To this end, in
this article we develop a trust-enhanced block-
chain based ICN (BICN) architecture for content
delivery. In our proposed architecture, the whole
process of content delivery is first traced in an
implicitly trusted way by exploiting the excellent
properties of the blockchain, so that the malicious
ICN nodes can be located. Second, we leverage
transactions to record the mapping between
human-readable name and self-certifying name
in BICN, which supports convenient and trusted
alteration for users’ requirements. Moreover, we
present a case study in BICN based smart grid for
energy data delivery, where we perform securi-
ty analysis and conduct experiments. Numerical
results show the superior performance of our pro-
posal. Finally, we present open issues for future
work.

INTRODUCTION

Recently, the Cisco Visual Networking Index has
predicted that annual global Internet Protocol (IP)
traffic will increase approximately threefold by
2021, up from 1.2 Zettabyte (ZB) in 2016 [11]. For
adapting to future traffic trends, it is of great sig-
nificance to redesign a new Internet architecture.
Consequently, information-centric networking
(ICN) emerges, inspired by the increasing demand
for content distribution and retrieval [2, 3]. Com-
pared with the traditional host-centric communi-
cation paradigm, where all the content requests
are realized by accessing the host based on its
IP address, ICN focuses on decoupling named
content objects from the hosts. Specifically, the
named content is regarded as the first-class citizen
in ICN and is independent of its location [4, 5].
The whole process of content delivery in ICN
is shown in Fig. 1. A publisher first sends a regis-
ter message with the object’s name to the local
name resolution executor (NRE), and this reg-
ister message will be sent to another parent or
peering NRE afterward. Then, a subscriber who
requires a specific object’s content will send a

discover message to its local NRE and propagate
this discover message to the parent NRE, until the
matching register message of this content is dis-
covered. After that, the discover message follows
the reverse direction of the register message until
it reaches an appropriate publisher. Finally, the
desired content is forwarded to the subscriber by
content routers (CRs) along a regular IP address
or reverse direction of discover message’s path.

Unfortunately, some threats may inevitably hap-

pen in ICN for content delivery, which are illus-

trated as follows:

+ A register message, discover message, or
data are possibly tampered with, and then
the tampered information is delivered to
other ICN nodes.

+ One malicious ICN node can refuse to for-
ward any message or data to other ICN
nodes.

* A register message, discover message, or data
may be overheard and broadcast by mali-
cious ICN node.

To tackle these malicious behaviors, we study
possible solutions in ICN. Using a self-certifying
naming scheme in content delivery can verify the
provenance of data and protect data integrity,
because this form of self-certifying name realizes
name-publisher and name-content bindings via
a cryptographic hash function [6]. Thus, the first
malicious behavior, that is, tampering, can be dis-
covered using a self-certifying naming scheme,
but who is responsible for this is unknown. The
second and third malicious behaviors can be
located by tracing ICN nodes in the whole pro-
cess of content delivery.

Although these two solutions provide a promis-
ing prospect, there still exist some challenges. On
the one hand, self-certifying names are difficult to
understand and cannot aggregate routing infor-
mation for the system’s scalability. On the other
hand, although the tracing mechanism records
the behaviors of ICN nodes, malicious ICN nodes
still have the possibility to deny their malicious
behaviors and even claim that the tracing mech-
anism fails, because the tracing mechanism is not
implicitly trustworthy.

To this end, we develop a trusted block-
chain based ICN (BICN) architecture for content
delivery. Specifically, the blockchain is a pub-
lic append-only ledger carrying all transactions
that have been executed [7], where transactions
record the behaviors of ICN nodes. For one thing,
every block carrying the record of ICN node
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FIGURET. Content delivery in ICN.

behaviors is committed to the global blockchain
where every logical blockchain host (LBH) will
have a copy, and thus, every ICN node cannot
deny the behaviors that have been recorded.
For another, the blockchain can achieve global
consensus on the whole sequence of records so
that a conflicting record will be dropped once it
is committed. Thus, these non-repudiation and
non-tamping properties of the blockchain guaran-
tee trusted content delivery in ICN. Our contribu-
tions are summarized as follows:

+ We propose a trust-enhanced blockchain
based tracing mechanism for the whole con-
tent delivery process in ICN. This mechanism
can feed the records of behaviors on ICN
nodes to the blockchain faithfully, which is
the key to guaranteeing the tracing of the
malicious ones.

+ We design a trust-enhanced mapping
between a human-readable name and a
self-certifying name in the blockchain. Thus,
these two forms of name can conveniently
alternate with each other to satisfy different
demands of publishers, subscribers, and ICN
nodes.

The rest of the article is organized as follows.
The following section gives an overview of securi-
ty issues in ICN. The blockchain based ICN archi-
tecture and technical details for content delivery
are then shown. A case study is then presented.
We then discuss the open issues. Finally, we con-
clude this article.

SECURITY ISSUES IN
INFORMATION-CENTRIC NETWORKING

Potential security issues in ICN are illustrated as
follows.

Denial of Service (DoS) Attack: Different
from traditional DoS attacks, the DoS attacks
in ICN abuse the stateful forwarding plane,
targeting either the intermediate CRs, NREs,
or the content publishers [8]. Specifically,
DoS attacks overwhelm the services in ICN

via massive amounts of requests, such as inter-
est flooding. As for interest flooding, attackers
deliver interests for multiple content objects
which may not exist in the caches of targeted
CRs or NREs. On the one hand, the fake con-
tent object whose name has a valid prefix and
an invalid suffix, can force the content pub-
lisher to drop the interest. On the other hand,
dynamic content requests are always served
by the content publisher, but these requests
will overload the CRs for forwarding, and they
cannot be aggregated, which can finally result
in DoS attacks to the publisher.

Jamming: When an adversary masquerades as
a legitimate subscriber to deliver an unnecessary
or malicious content request, the publisher will
reply, but the content will be sent to the destina-
tion with no receiver in ICN.

Hijacking: A malicious ICN node can declare
invalid paths for any content as a publisher. Under
this circumstance, content requests near the mali-
cious node will not be replied because they have
been direct toward the declared invalid paths in
ICN.

Cache Pollution: Caching is independent of
applications, which can be applied to content
owners for accelerating the rate of data retrieval
and promoting the availability of data [9]. In ICN,
more popular content can be cached to decrease
request latency and network load. An adversary
can frequently request less popular content to
destroy the popularity-based caching in ICN.

DESIGN AND [MPLEMENTATION OF
BLOCKCHAIN-BASED ICN

In this section, we first present the design of a
blockchain based ICN architecture to tackle
malicious attacks, and then the technique details
about blockchain implementation are discussed.

BLOCKCHAIN BASED ICN ARCHITECTURE

BICN consists of subscribers, publishers, NREs,
CRs, and LBHs, as shown in Fig. 2. They all work
together to maintain a trust-enhanced BICN archi-
tecture, which has the features of trusted name
mapping and traceable content delivery. Gener-
ally, Youtube, Spotify, Instagram, Facebook, and
so on can all act as the publishers in practice.
Based on our group’s previous work in reducing
the storage resources occupied by the blockchain
[10, 11], the proposed BICN system is embedded
with a novel transaction offloading module, which
will lead to more resources left for content trans-
mission or other operations. In this way, the delay
in content transmission can be decreased and our
proposed system can support real-time content
delivery for those providers.

For content delivery, on the one hand, the
publisher who intends to deliver its content to the
subscriber should first generate a pair of names,
that is, a hierarchical name H (human-readable)
and a flat name F (support self-certifying but
not human-readable) for the content. Then, the
H:F pair must be uploaded to the blockchain
as a transaction. After the pair is recorded by the
blockchain, the NRE will be open to the publisher
for registration. The register message is able to
carry either H or F, depending on the demands
of the publisher’s region. As Fig. 2 shows, the
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publisher sends the register message to a local
NRE (arrow 1), and the NRE propagates the mes-
sage to its parent NRE until the root NRE receives
(arrow 2).

On the other hand, the subscriber usually
obtains the name, which can be either hierarchi-
cal or flat. To fetch the content, the subscriber
sends a discover message with the content name
(arrow 3), and the message is also propagated
(arrow 4). Even if the subscriber uses a hierar-
chical name, the self-certification is capable of
being performed via the corresponding flat name
recorded in the blockchain. Once the discover
message matches a registration, it will follow the
reverse path of the register message to reach the
publisher (arrows 5-6). Every time the discover
message goes through an NRE, the corresponding
CR will be informed of the way back to the sub-
scriber (arrows 3a, 4a, and 5a). Thus, the content
is finally delivered from the publisher to the sub-
scriber (arrows 7-10). Note that message trans-
mission, propagation, and data delivery should
be uploaded to the blockchain for traceability. In
the next subsection, we will discuss the technical
details of BICN.

BLOCKCHAIN IMPLEMENTATION

The data structure of the blockchain is maintained
by all participants, which is non-tampering and
undeniable. It was proposed by S. Nakamoto
to run Bitcoin on the trustless Internet [12, 13].
Blocks are naturally generated in chronological
order, and every block carries some transac-
tions, which record the asset transferring. Main-
stream organizations and enterprise markets
have formally approved blockchain technology.
The blockchain network is always maintained by
a community, which is supported by technical
committees, management boards, and the Linux
Foundation. The trust mechanism in our proposed
BICN is illustrated as follows.

Hybrid Naming: The design of the name in
BICN is hybrid. To obtain the hybrid name, the
publisher is required to prepare both a hierarchi-
cal and a flat name of the content to be delivered.
After the preparation, the publisher is expected
to construct a transaction using a pair of hierar-
chical name and flat name, that is, H:F, where F
consists of the public key P of the publisher and
the hash value £ of content. Since a transaction
itself contains the public key of its constructor, the
publisher writes H and L in the DELIVER trans-
action. Finally, the transaction is uploaded to the
blockchain, and the publisher can begin the reg-
istration later.

Trust Name Resolution and Data Routing:
In order to register content, sending a register
message is required. As Fig. 3 shows, the reg-
istration begins with a SEND_REG transaction,
which contains the hash of the register message.
It indicates that the publisher is going to send
the message. The SEND_REG transaction should
reference the previous delivering transaction to
illustrate that the name of the content is valid.
Moreover, the SEND_REG transaction should
also mark the local NRE as a receiver. Upload-
ing of the SEND_REG transaction is followed by
sending the register message together with its
signature from the publisher and the transaction
ID of the previous uploaded SEND_REG transac-

= ===(1)(2)= 49 Register message
/(10) —(3)-(6)—> Discover message

Data

Up/Download

&

Publisher

Publisher Blockchain
.’ DELIVER
0‘/ transaction

Register
message

Signature

Transaction
1D

transaction Public key

NRE

Transaction
ID

Hash

1D
public ke
RECV_REG RECV_REG
transaction transaction

FIGURE 3. The process of sending a register message
in BICN.

il

tion to a local NRE. Once the local NRE receives
a register message, it stores the message in the
buffer, and verifies that the referenced SEND_
REG transaction:
a)is stored in the blockchain;
b) contains the same hash of the received mes-
sage;
c)carries the public key that can validate the
signature right.
If a), b), and ¢) are validated by this local NRE, it
will upload a RECV_REG transaction and prepare
for the next propagation.
Concluded from the above process of sending
the register message, behaviors of nodes in BICN
need to follow four procedures.

FIGURE 2. The architecture of blockchain based ICN for content delivery.
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FIGURE 4. The BICN-SG platform for energy data delivery.

P1: The sender should upload a transaction
(with prefix SEND, for example, SEND REG) that
asserts they are going to send a payload to the
receiver, and get a transaction ID from the LBH
as a return. Specifically, for the register, discov-
er, and content transmitting processes, the pay-
loads are register message, discover message,
and data of content, respectively. We stipulate
that the receiver should be in the Output field of
the transaction, and the transaction should carry
the hash of the payload. Also, similar to general
transactions in other blockchain applications, this
transaction is required to reference a previous
one, which is able to grant the validation of the
transaction.

P2: The sender sends the payload to the
receiver. In this procedure, the signature of the
payload from the sender is sent together with the
payload. Moreover, the transaction ID that was
described in P1 is attached as the extra data of
the payload.

P3: The receiver receives the payload. The
receiver stores the payload, transaction 1D, and
signature sent by the sender in a staging area (buf-
fer). Then it looks up the received transaction ID
in the blockchain immediately. If the transaction
exists, the receiver will retrieve the public key and
the hash value stored in it.

P4: The receiver uses the retrieved public key
to decrypt the received signature, and the result is
denoted with hash,. Also, we use hashg to repre-
sent the retrieved hash value stored in the refer-
enced transaction. Then, the receiver must verify
if hash(payload) = hash, = hashy is correct or not.
If it is true, a transaction (with prefix recv) should
be uploaded to assert that the payload is validat-
ed and received.

The other parts of the name resolution and
data routing also use P1-P4 to guarantee trust.
The NRE propagates the register message to the
parent NRE region by region. When a subscriber
intends to fetch content, a discover message is

required. Similar to the register message, the dis-
cover message follows the FETCH transaction. The
difference is that a FETCH transaction does not
contain a pair of names. Note that when the dis-
cover message reaches the publisher, the publish-
er will use SEND_DATA transaction to start data
sending. This transaction directly references the
RECV_DCYV transaction which is uploaded by the
publisher when he receives a discover message.
In this way, the subscriber can trace the entire
process from sending the discover message to
receiving data.

CASE STUDY: SECURE BICN BASED SMART GRID FOR
ENERGY DATA DELIVERY

For security requirements, our proposed BICN
architecture can support many loT applications
that are information-centric in nature, including
smart grid [14, 15], smart transport, smart home,
smart healthcare, and so on. In this section, we
mainly study BICN based smart grid (BICN-SG).

BICN-3G PLATFORM

We deploy blockchain in ICN-SG, where trans-
actions record the hashes of energy data to be
requested, the public keys of senders and receiv-
ers, and the signatures of senders. Our proposed
blockchain based ICN-SG (BICN-SG) platform
is divided into three layers, including the BICN
based home area network (BICN-HAN), BICN
based neighborhood area network (BICN-NAN),
and BICN based wide area network (BICN-WAN),
as shown in Fig. 4. In our proposed platform, sub-
scribers and publishers are set in local BICN-HAN.
Additionally, operations of name resolution and
energy data delivery often start from a local BICN-
HAN, and extend to BICN-NAN and BICN-WAN.

Specifically, we take an example of the whole
transmission process of electricity price content in
BICN-SG. The publisher of electricity price con-
tent, for example, the grid operator, should first
generate a pair of hierarchical name and flat name,
where the hierarchical name is human-readable
and can be written such as /grid/<city>/<year>/
<date>/<hourly>. json, and the flat name is not
human-readable, often written as P:L. Second, the
mapping between the hierarchical name and the
flat name of electricity price content is uploaded
to the blockchain as a transaction. Then, the grid
operator starts to send register message carrying a
flat name of electricity price to a local NRE, and
propagates to the parent NREs until the root NRE
meets. Additionally, the register message is record-
ed in the transaction of the blockchain as well.
After that, a commercial user in the BICN-HAN
who intends to subscribe the electricity price con-
tent, sends a discover message carrying a hierar-
chical name via smart meters to a local NRE and
propagates to other parent NREs in the BICN-
SG. Once the matching register message is found,
the discover message will follow the reverse path
of the matching one to reach the grid operator.
Note that the human-readable property of a hier-
archical name makes it easier and more friendly
for human users to participate in the BICN-SG
system. When the discover message carrying the
hierarchical name is transmitted to the WAN with
no local human users, the hierarchical name can
be changed into the flat name in the blockchain,
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FIGURE 5. Bandwidth and throughput: a) Comparison of bandwidth occupation in BICN-SG, ICN-SG, and
TCP/1P-SG; b) Comparison of blockchain’s throughput under 4, 8, 16 LBHs in BICN-SG.

supporting self-certifying. Finally, the electricity
price content is forwarded to smart meters on the
commercial user side by energy routers along the
reverse direction of the discover message’s path.
Moreover, the whole process of name resolution
and date routing of the electricity price is record-
ed as multiple transactions in the blockchain. This
means that every LBH has a copy and no node
can deny or tamper its past behavior in the BICN-
SG system. By exploiting the non-reputation and
non-tamping characteristics of the blockchain, we
can enable an implicitly trusted tracing mecha-
nism in the BICN-SG. How to analyze the records
of nodes’ behaviors and locate the malicious ones
is illustrated in the next subsection.

SECURITY ANALYSIS

This subsection gives a security analysis of how
the introduced blockchain helps to address the
security issues that ICN-SG faces.

First, the blockchain prevents malicious tam-
pering. The tampering is located and marked as a
conflict in BICN-SG, and it consists of two cases.
For one thing, a malicious smart meter sends tam-
pered energy data to a normal one. In this case,
the hash(payload) = hash, = hashg is not satisfied.
For another, a malicious smart meter tampers the
data from a normal one, where hash(payload) =
hash, = hashg is satisfied. However, the malicious
smart meter cheats LBHs that it receives tam-
pered energy data in procedure P4. In the above
cases, the blockchain can locate the malicious
and normal meters as a pair of conflicts. The pair
of conflicts can be solved by the enabled mecha-
nism of the BICN-SG architecture.

Second, DoS attacks can be easily traced by
analyzing the blockchain. In ICN-SG, malicious
smart meters can launch DoS attacks, as afore-
mentioned, by constructing discover messages
with an efficient prefix and inefficient suffix. How-
ever, this discover message’s pending interest
table entry will not be removed until a long expi-
ration time. By exploiting the blockchain, tracing
back to the attackers is allowed. When the sizes
suddenly increase, CRs and NREs can sort the
pending interest table entries in chronological
order. Then, the malicious smart meter can be
located by recursively checking the input field

of transactions that correspond with the pending
interest table entries.

Third, the blockchain also traces cache pol-
|ution. Different from DoS attacks, a malicious
smart meter constructs a large number of discov-
er messages of valid content, but the content is
unpopular. In BICN-SG, the hashes of the discover
message are recorded in the blockchain. Hence,
the hash of unpopular content rarely appears in
the blockchain. Any abnormal frequency changes
of content hashes can be sensed by the BICN-SG.
Thus, cache pollution makes no sense.

In addition, jamming attacks and hijacking
attacks can be prevented. When an adversary mas-
querades as a legitimate subscriber to deliver an
unnecessary or malicious content request, it first
needs to send a discover message to its local RH
and propagate this discover message to the parent
RH. When the local RH and parent RH receive
the discover message, they both need to upload
this discover message and the address of the sub-
scriber to the blockchain. After that, the blockchain
will verify the legitimacy of the address and the
discover message. If it is not legal, this unnecessary
or malicious content request will be canceled. In
this way, jamming attacks can be prevented. As
for the hijacking attack, the proposed BICN system
can help locate the malicious ICN node. Specifi-
cally, when a malicious ICN node declares invalid
paths for any content as a publisher, our proposed
system can help to dig out the register message
recorded in the blockchain. Then, the malicious
ICN node as a publisher can be traced according
to the propagation path of the register message.

EXPERIMENTS

To illustrate the feasibility of BICN-SG, we conduct
several experiments. Our experiment platform
is based on Python 3.6, where the hash opera-
tion is performed by the hashlib.sha256() library.
We multiplex the I/O by select() system call, and
the storage of the blockchain is implemented by
SQLite. 500 smart meters are placed in BICN-SG,
ICN-SG, TCP/IPSG, respectively. The blockchain
network consists of LBHs, each of which has an
Intel Core i7 3770K CPU, 8 GB RAM. Additional-
ly, the ICN content chunk size and TCP maximum
segment size are both set to 1000 Bytes.
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BICN-SG.

We first investigate the bandwidth occupation
of the discovery process and data delivery pro-
cess in BICN-SG, ICN-SG, and TCP/IP-SG, and
the results are shown in Fig. 5a. When sending
the same discover messages to request the same
content, both bandwidth occupations of the data
delivery process in BICN-SG and ICN-SG are
lower than that of TCP/IP-SG due to the in-net-
work cache. However, the bandwidth occupation
of BICN-SG is a little bit higher than that of ICN-
SG, because the blockchain is used to provide
traceability and trust name mapping in this pro-
cess, which occupies some extra bandwidth in the
BICN-SG system. Then, we study the throughput
of our proposed blockchain in BICN-SG, depicted
in Fig. 5b. When the transactions per block are
5000, the throughput in the 4-LBHs network can
reach up to 8500 transactions per second. In the
networks with 4, 8, and 16 LBHs, the throughput
is hundreds of times higher compared with Bit-
coin.

Moreover, we observe the time consumption
of retrieving a data object under attacks, whose
size is 70 KB, as shown in Fig. 6a. An attack unit
consists of five malicious smart meters to launch
DoS attacks and five smart meters to perform
cache pollution. With the number of attack groups
increasing, the delivery in TCP/IP-SG and ICN-
SG faces more resistance. However, the delivery
time in BICN-SG is not affected by the attacks,
because the blockchain helps BICN-SG to trace
and exclude the malicious meters quickly. Finally,
we study the time cost of different operations in
BICN-SG with different amounts of LBH, includ-
ing transaction construction of DELIVER, SEND,
RECV, FETCH, and transaction confirmation, as
shown in Fig. 6b. For one thing, the changes in
the amount of LBHs do not affect the maximum
time cost of transaction construction, taking less
than 50 m s. For another, as the amount of LBH
increases, the process of transaction confirmation
consumes more time, but to bring more compu-
tational resources to enhance the security level.
Meanwhile, the confirm time can reach 3000 m's,
far less than 15s [15], which is the basic commu-
nication requirement of the smart grid. The above
security analysis and experiment results indicate

that the proposed BICN-SG can perform secure
content delivery.

OPEN ISSUES

Inspired by the properties of the blockchain, we
consider several open issues in our proposed ICN
as follows.

Privacy Concerns: Blockchains are used as a
record of various participants’ behaviors, which is
open for every participant to read. Although the
transaction only carries the hash of the payload,
some patterns of users’ behaviors may still be dug
out by data mining or statistical methods. More-
over, with the help of big data technology, the
encryption technology of blockchains is indeed
confirmed that there may exist risks. It has been
proved that the anonymization of the transaction
address still cannot guarantee the anonymity of
the users, and some deliberate attacks can still
cause threats.

Communication Requirement: An enormous
number of behaviors are recorded in the block-
chain, which may result in a critical demand on
communication networks. For instance, Bitcoin
now has more than 140 GiB of data, consisting
of 270 million transactions. These transactions go
through the entire network by broadcasting and
cost tremendous resources of the communica-
tion network. Compared with Bitcoin, the amount
of transactions in BICN is far more. Hence, the
communication network of LBHs is challenged by
broadcasting transactions.

Content Caching: Similar to the knowledge
of users, the knowledge of content is contained
in the blockchain as well. How to make use of
content knowledge is an open issue. When some
content has been popular recently, the hashes of
this content frequently appear in the blockchain.
CRs can use this temporal pattern to adjust their
caches.

CONCLUSION

In this article, we propose a trust-enhanced block-
chain based tracing mechanism for the whole
content delivery process in ICN. This mecha-
nism analyzes the records of behaviors on ICN
nodes and locates the malicious ones. We design
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trust-enhanced mapping between a human-read-
able name and a self-certifying name in the block-
chain, where the two forms of the name can
conveniently alternate with each other to satisfy
different demands of publishers, subscribers, and
ICN nodes. The implementation of BLCN is main-
ly from the aspects of naming, name resolution,
and data forwarding. We conduct a case study
to realize secure energy data delivery in a BICN
based smart grid, where we perform security anal-
ysis and conduct experiments. Numerical results
show that our proposal is promising. Additional-
ly, we illustrate the open issues in our proposed
BICN system.
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